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Network-Wide Measurement @

DDoS traffic disperses A single-point view cannot
Measurement results from a single across multiple paths. detect distributed DDoS traffic
measurement point is limited. ' '
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Network-wide traffic

information is more valuable
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* Aggregating measurement results from viewofp3: (LB IR D
multiple nodes to form traffic information DDoS Alert: None.

across the entire network.




Issues-1: Over-Counting @

For network-wide measurement: e Over-counting in P2 and P3
* Aggregation of measurement data must take into P2 i [ ?3 a| =

account routing and the topology of
measurement points.

* Improper aggregation can lead to over-counting “
and mis-allocating issues.
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Issues-2: Mis-allocating

For network-wide measurement:

* Aggregation of measurement data must take into
account routing and the topology of
measurement points.

* Improper aggregation can lead to over-counting
and mis-allocating issues.
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Current sketches save space via multi-stage
processing, assigning flows by size.

] ) N
Packet in ‘/G Packet in
Big Unit Big&Jm Big Unit Layerl: S S S S S
Small Unit
Big Unit Big Unit Big Unit
g & & I I II Is a heavy flow!
...... Small Unit overflow
Big Unit Big Unit Big Unit Layer2:  Big Unit Big Unit
- VN /




Lemon: Design & Performance @

How to addressed issues? Lemon Sketch
? Carefully merge measurement results using the (— Packet in @ Hu )
routing of each packet: Keyso | Keyws - Layer Hash j—<I0
. Select a layer to update
Heavy Dynamic network
environment > W,UM &[Tn,Tn-l)
. . @ Layer 1 Layer 2 Layer Niayer Heavy
Routing-oblivious measurement _,m @ — (rey
* Obtaining accurate network-wide view with /: D
unknown topology and traffic routing [ slt } ( </ D
* Over-counting-free: each packet is uniquely Hash | [:]
identified, reframing the packet counting as e ) y selected Unit
per-flow cardinality estimation — _’CBitIr;ai HaSh) ®
* Mis-allocating-free: assigns flows to units (] Bitmap: | 0 bl 1101l o
fully via hash results and ensures globally L o b

consistent updates



Lemon: Desigh & Performance

* Lemon segregates flows with different sizes

Network-wide measurement with Lemon: into different layers
1 T T
e Accurate network-wide measurement results Z 06 |
@©
. . o
* Globally consistent sketch updating 2 08 j
- N Estimated in Layerl
204 I Estimated in Layer? [j
g ] Esl?muled ?n Layer3
Lemon Overview Lemon Control plane %02 _}E::ix::j " t‘gzg‘ i
: N ( — k o 1 i S
Lemon Tasks i T . Local Results > - - 10 10 10 Size of1FOIows 10 10
TE g S
> 5™ S * Accurate network-wide measurement results
—> T .
Hnknc R°”“"g = U O supports DDoS detection
é b Lemon sketches from all measuring points _ Leihib - Jagen Couper
Measuring Points J @ Results Aggregation 0.8 . .
Lemon Dataplaneﬂ Network-wide view DDoS Detection

o
\‘

Q

»
Parser Lemon sketch Dep

gyl

IP)I ] B
1O Q1 [
| HHE
| | =
98! | d

[ ]

rser

i w1
n
\ J

Overview of the Lemon

DE]?ZD
p

HOEEEE!

b ———

©
o

Average F1-score
o
03

"
|
|

FkbkL

[T1] [T2] [T3] [T4]  Abilene CANARIE
Network topology

©
N



Thanks



