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attackers to attack the upstream resolvers.
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significantly across countries, implying differences in
DNS infrastructure.

I3 Network Centralized Clusters that are led by
major public DNS servers cover 47% open DNS

forwarders are non-caching proxies.
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) Problematic Clusters 9% of the ODNS servers
direct web requests to the wrong destinations.
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Response type statistics for unexpected A record in problematic clusters. 65 clusters
(affecting 1581 ODNS servers) led users to potentially malicious pages.

Clusters for top public DNS. Popular public resolvers lead a large portion of open DNS servers. The
use of Anycast results in multiple clusters for one public DNS provider.
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