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Abstract

The Domain Name System (DNS) plays a crucial role in modern web
applications; however, manipulations such as hijacking, tampering,
and censorship can disrupt domain resolution, posing significant
privacy and security risks. While such manipulations are prevalent
across global DNS infrastructures, their scope and mechanisms
remain poorly understood. Existing studies focus on country-level
censorship or rely on authoritative data and passive traffic from
selected domains, which prevents a comprehensive understanding.
Moreover, the dynamic nature of modern DNS resolution, in which
a single domain may resolve to thousands of edge servers, further
complicates the detection of manipulated responses.

In this work, we propose a novel approach for measuring DNS
manipulations based on resolution path analysis. Our method lever-
ages CNAME chains and attributes of intermediate nodes in the
DNS resolution process to link dynamic resolution results, enabling
accurate detection of manipulation in highly dynamic DNS envi-
ronments. We conduct large-scale measurements for 2,283 popular
domains across global open DNS infrastructures. Measurement re-
sults reveal critical insights into DNS manipulation, uncovering the
strategies and preferences of malicious manipulation operators and
demonstrating how specific domains are exploited.
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1 Introduction

The Domain Name System (DNS) supports modern web services by
translating human-readable names into network addresses, thereby
enabling access to resources ranging from static content to dynamic
APIs, content delivery networks, and multimedia assets [6, 9, 33].
Yet, this importance also exposes DNS to manipulation. Adversaries
can exploit DNS responses during interactions between users and
DNS servers to redirect, intercept, or corrupt legitimate traffic flows.
DNS manipulation spans a wide range of attack vectors [10, 11, 20],
including cache poisoning [19], censorship, response injection, or
hijacking. Each is capable of altering the intended mapping between
domain names and IP addresses. Understanding the extent and
occurrence of these manipulations is crucial for user security and
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Figure 1: DNS manipulation: Scenario and challenges.

the reliable operation of web services. This motivates the need for
large-scale measurements, particularly to analyze the behavior of
globally distributed DNS servers.

With the growing scale and complexity of DNS infrastructures [35]
and their integration into diverse web applications [6, 22, 23, 31],
conducting large-scale measurements has become increasingly chal-
lenging. Specifically, as modern domains underpin heterogeneous
infrastructures such as CDNs, APIs, and distributed backends [4, 34],
naive methods based on IP or web content comparison fail to detect
manipulations effectively. Meanwhile, web infrastructures have
expanded dramatically, where a single domain may resolve to thou-
sands of edge servers across diverse resolution paths and geographic
regions [15]. Such challenges are compounded by the vast number
of DNS resolvers in the wild [14, 24, 28], as the small fraction of ma-
nipulated responses can be easily concealed within predominantly
legitimate traffic, making detection and analysis extremely difficult.

Given these challenges, existing approaches are ill-suited to
the current DNS environment. Passive traffic analysis [3, 11, 21],
while useful for post-incident forensics, introduces latency that
hinders timely detection. Active measurement schemes are based
on consistency-checking paradigms that compare DNS responses
across vantage points [5, 25, 30]. These methods struggle with the
inherent diversity of modern DNS, generating false positives in the
presence of CDNs and geo-distributed edge servers, and failing to
detect sophisticated manipulations that exhibit complex behaviors
and objectives hidden in massive resolver populations. Collectively,
these limitations highlight the need for a refined DNS manipulation
measurement method that can handle today’s complex, large-scale,
and highly dynamic infrastructure.

To address these challenges, we propose a novel DNS manipula-
tion measurement method that models DNS resolution as directed
graphs. Each hop in the resolution process—including the original
domain, CNAME chains, and A records—is represented as a node,
while delegation and aliasing are used to link the diverse resolu-
tion paths observed across multiple resolvers. By analyzing these
graphs, our method identifies paths that deviate from the expected
patterns, revealing anomalies indicative of potential manipulation.
Our method is resilient to the dynamics of the DNS resolution,
operates on arbitrary domains, and requires neither cooperation
from authoritative servers nor passive traffic collection.

Building on our methodology, we conduct large-scale measure-
ments across the global open DNS infrastructure. We selected the
top domains across major web application categories according to

Wenhao Wu et al.

global popularity rankings [7, 18, 29], and further expanded these

domains using semantically or popular prefix variations [36] (e.g.,

www, api), resulting in a final set of 2,283 popular domains. These

domains were measured across a representative set of DNS servers
worldwide to assess manipulation. Our measurements reveal the
widespread presence of DNS manipulation, yielding approximately
one million manipulation reports, each representing the resolution
outcome of a specific domain when queried through a particular
resolver. We thoroughly analyzed all reports and carefully ana-
lyzed all destination IPs and around 7.6k web pages, categorizing
all observed manipulations into six classes based on their intent.

Overall, we analyze the characteristics of the manipulation and
make the following key observations:

e DNS manipulations are highly concentrated in a small set of
destination IPs. High-risk categories, such as Abuse (redirect to
abused IPs) and Redirect (redirect to third-party pages), rely on
fewer than 20 IPs to handle over 90% of manipulation.

o Alterations in resolution chains reveal distinct operational strate-
gies. Abuse manipulations typically shorten resolution chains
to deliver malicious content, while Block (content blocking or
censorship) lengthens chains via extra CNAMEs.

e Manipulations are always partial across domains. About 26% of
DNS servers perform high-risk manipulation (i.e,, Abuse and
Redirect) on only a subset of domains, enabling attackers to
selectively target specific domains while evading detection.

e Manipulators exhibit clear domain-level preferences. High-risk
manipulations (Abuse and Redirect) show strong, category-specific
biases, with porn and government domains being the most heav-
ily targeted by such manipulation.

e We conduct a case study to show manipulations targeting an
abuse-related IP, illustrating how the macro patterns observed at
scale translate into real-world behaviors and providing concrete
validation for our large-scale measurement results.

2 Background and Related Work
2.1 DNS Manipulation and Measurement

Manipulation of DNS responses occurs in diverse contexts, rang-
ing from traffic redirection for advertisement injection to state-
level censorship, as well as malicious hijacking that routes queries
to attacker-controlled infrastructure [27]. These manipulations
demonstrate that DNS responses can be extensively altered during
the recursive resolution process, with outcomes often dependent
on the specific DNS resolvers used by end users. Interventions by
open or local DNS resolvers have been widely reported [16, 26, 37].
Such behaviors are often localized, transient, and stealthy, making
them difficult to observe without systematic measurement.

Passive Manipulation Analysis. Researchers have developed
passive techniques to monitor DNS manipulation and provide valu-
able insights. For instance, large-scale network traces [3, 11, 12, 21]
can be used to train Al-based detection models or to conduct pas-
sive Internet-wide measurements from embedded vantage points.
Nosyk et al. [21] leveraged RIPE Atlas measurements to identify
manipulation from the perspective of the root servers, while Houser
et al. [11] examined historical traces from 2008 to 2020 to locate
DNS hijacking activities. Although these approaches have advanced
understanding of network and web behaviors, the scope of passive
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measurements is inherently limited to specific domains or DNS
infrastructures (e.g., root servers).

Active Manipulation Measurement. Active measurement meth-
ods have proven effective in measuring global DNS manipulation,
focusing on infrastructure status and the correctness of DNS re-
sponses. Existing approaches fall into two categories. The first
leverages controlled authoritative servers and active probes, as in
Liu et al. [17] and ODNS Clustering [35], revealing global intercep-
tion and infrastructure interdependencies. However, these methods
cannot generalize to arbitrary domains and may be evaded by the
partial manipulation behavior of DNS resolvers (as Section 4.2).
The second category relies solely on client-side vantage points,
detecting manipulation by comparing responses across multiple
responses [5, 25, 30]. This approach is commonly used to study
state-level censorship, though its effectiveness depends heavily on
the ability to cross-check response attributes.

2.2 Challenges and Motivation

The increasing complexity of DNS infrastructure and applications
underscores the urgent need for a refined measurement-based
method to understand the manipulation behavior in the wild. Prior
approaches face fundamental challenges as shown in Fig. 1. First,
modern DNS resolution is highly dynamic: domains frequently re-
solve to massive shared, globally distributed edge nodes spanning
multiple CDNs and autonomous systems [34]. Our measurements
reveal that some domains can produce up to 10k distinct resolution
paths (as discussed in Section 3.4). This dynamism blurs the line
between normal diversity and malicious tampering. Second, the
massive scale of the DNS ecosystem [24], encompassing millions of
open DNS resolvers and a continuously expanding domain names-
pace, enlarges the attack surface beyond the reach of conventional
monitoring. Third, adversaries exploit this scale and diversity of
massive web domains to launch selective and stealthy manipula-
tions, injecting forged responses only for targeted domains and
specific resolver populations [16].

These limitations underscore the need for a measurement ap-
proach that can scale to today’s DNS ecosystem and actively capture
manipulation behaviors. Critically, such an approach must be ap-
plicable to the dynamics of DNS resolution.

3 Methodology
3.1 Preliminary and Overview

Modern web services increasingly rely on CDNs and edge infras-
tructures to deliver content with low latency. To efficiently steer
traffic, domain owners often delegate domain resolution through
mechanisms such as CNAME chains. While this deployment pro-
vides scalability and flexibility, it also introduces significant dynam-
ics: queries to the same domain can yield different responses at
different times or DNS resolvers. Luckily, these diverse responses
are not arbitrary. Multiple IPs often cluster along a small set of
recurring CNAME-based paths, whereas malicious manipulations
typically disrupt these paths by introducing unexpected aliases
or redirecting queries to unrelated IPs. This insight motivates a
resolution-path-based methodology: rather than treating DNS reso-
lution as a flat mapping from domain to IP, we model the process
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Figure 2: Overview of manipulation measurement.

as a structured graph that captures both legitimate dynamics and
deviations indicative of manipulation.

Our approach consists following parts. First, we issue queries
to multiple open recursive resolvers for the same domain and col-
lect all intermediate CNAME, NS, and A records to reconstruct each
resolver’s complete resolution path. These paths are represented
as directed graphs, with nodes denoting DNS records and edges
encoding referral or alias relationships (Section 3.2). We further
enrich the graph by embedding metadata derived from the reso-
lution process, including authoritative NS domains, organizations,
and corresponding ASNs. Nodes sharing identical metadata are in-
directly linked through multi-hop connections, allowing structural
correlation among different resolution paths. We identify potential
manipulated paths that exhibit weaker inter-path associations, and
distinguish legitimate path diversity from malicious manipulations
(Section 3.3). Finally, we conduct large-scale in-the-wild measure-
ments, applying our methodology to representative domains and
open resolvers worldwide to ensure coverage and representative-
ness (Section 3.4). Our approach builds upon a key assumption that
manipulated resolutions represent only a minor fraction of overall
DNS traffic. This assumption naturally holds in large-scale mea-
surements and has been widely corroborated by existing work [25]
and our large-scale measurement in Section 4.1.

3.2 Resolution Path Collection

We conduct our measurements by simultaneously probing a large
set of DNS resolvers, targeting one domain at a time. We issue
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DNS queries of multiple record types (NS, CNAME, A) to each re-
solver from vantage points. By recursively querying until termi-
nation—obtaining an A record—the full resolution chain for the
domain is revealed. For each resolver and each domain, we collect
a sequence of responses forming a resolution chain:

Domain — CNAME; — ... —» CNAME;, — A

The collected results are illustrated in Fig. 2(a) and Fig. 2(b).
Our method models the DNS resolution process using four types of
nodes: D, representing the original queried domain; C, representing
all intermediate CNAME records; A, representing the final resolved
IP addresses; and M, representing metadata associated with the
other node types. Nodes M capture various attributes: for D and
C nodes, M includes their authoritative NS records and associated
organizations, while for A nodes, M contains the IP’s ASN and
organization. For example, if an A node belongs to a particular
organization (ORG), ORG is added as an M node and linked to the
corresponding A node. The NS records are obtained directly from
our probes, and other information is retrieved via Whois [8] and
IPInfo [1]. The D, C, and A nodes are connected as a directed chain
capturing the main resolution process, while the M nodes are linked
bidirectionally to all D, C, and A nodes, enriching the graph with
authoritative and organizational context.

Aggregating all resolution chains of the same domain constructs
a domain-level resolution graph G = (V, E), which reveals both
structural diversity across resolvers and anomalous branches caused
by manipulation. As shown in Fig. 2(a), the normal path allows
multiple resolution paths to coexist, but new CNAMEs often recon-
nect through metadata to existing nodes (e.g., within the same
organization), reflecting legitimate DNS dynamics. In contrast, the
manipulated path in Fig. 2(b) displays divergent structures, such as
unexpected CNAME insertions or redirections to unrelated IPs, which
stand out as clear deviations from the normal resolution process.

3.3 Manipulated Paths Extract

After constructing the resolution graphs, the next challenge is to
identify manipulated paths. This is nontrivial, as the graph of a
single domain may contain thousands of resolution paths (as Sec-
tion 3.4). As shown in Fig. 2(c), manipulated paths often introduce A
or CNAME nodes lacking connections to the original resolution chain,
thereby reducing linkage with other paths through metadata nodes.
In the graph, this is reflected by longer node-to-node distances or
an increased number of unreachable nodes.

A key requirement is a quantitative metric for assessing the
“outlier-ness” of each path. We introduce Path Divergence, which
measures structural dissimilarity between paths. In the resolution
graph G, we extract resolution paths P; from the origin domain
to the terminal IP nodes. The path divergence D(P,, P,) between
two paths P, = (uy,...,up) and P, = (vy,...,0q) is defined as the
average pairwise shortest-path length in G:

D(Py, Py) = ;%1 33 (de(u0) + do (o, ),

u€Py veEP,

where dg(x,y) denotes the shortest-path length (hops) from node
x to node y!. When P, = Py, D(P,, P) is set as 0. Normalization

We assign a large constant value when x is unreachable from y, set as 10 here.
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by p - q ensures comparability across paths of different lengths.
Furthermore, since our resolution chains are directional, changes
closer to the terminal nodes induce larger distances, naturally em-
phasizing anomalies that occur near the end of the path. At this
time, we have obtained the pairwise divergences between all paths
in the graph, forming a divergence matrix as Fig. 2(c).

The next step is to identify outliers, which correspond to paths
with a high likelihood of being manipulated. To enable large-scale
and lightweight detection, we adopt a statistical approach. We
define an anomaly score for each path P; as the weighted distance
to all other paths in the set # = {Py,..., P,}:

n
Si= ) Nj-D(P, Py),
Jj=1

where N; corresponds to the number of resolvers N; that share
path Pj, the corresponding number of resolvers for each path is
N = (N1, Ny, ..., Ny). To identify outliers, we perform a weighted
interquartile range (IQR) analysis. Let the anomaly score vector be

S =(51,S2,...,Sn), we define the cumulative weight function as:
is;<s Ni
F(s) = o=,
()= S5

i=1

Then the first quartile Q; and third quartile Qs are given by:
Q1 =inf{s | F(s) > 0.25}, Qs =inf{s | F(s) > 0.75}.

A path is flagged as potentially manipulated if its score satisfies
Si > Q3+ a- (Qs — Q1), where « is a tunable threshold. We set «
as 1.5, following standard practice [32].

3.4 Large-Scale Measurement

To obtain a comprehensive view of DNS manipulation in the wild,
we target global DNS infrastructures through active measurements.
While probing all resolvers and domains would be ideal, such ex-
haustive exploration is infeasible due to the vast search space and
ethical constraints. We therefore adopt a representative sampling
strategy that balances coverage, diversity, and feasibility. Specifi-
cally, we select a representative set of DNS resolvers and a diverse
set of popular domains, enabling us to capture the structural and
operational characteristics of the global DNS while keeping large-
scale active measurements practical.

Representative Domain Selection. Unlike prior studies that
focus on censorship-sensitive domains, we target popular services
with broad societal impact. We selected the top domains across
web application categories according to global popularity rank-
ings [7, 18, 29]. To enrich coverage, we expand beyond second-level
domains by incorporating multiple subdomain prefixes, including
the top-five [36] popular prefixes (e.g., m, mynet) and five seman-
tically meaningful variants (e.g., login, mail), resulting in a final
set of 2,283 popular domains. Fig. 3 illustrates the distribution of
the number of distinct resolution paths observed across different
categories and prefixes in our measurement. Most domains exhibit
high dynamism and diversity, with individual domains yielding up
to 10k distinct resolution paths. Further information on domain
prefixes and categories is provided in Appendix B.

Representative DNS Resolver Selection. Our resolver selection
strategy builds on recent insights into the client-side structure of
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Figure 3: Domains and resolution path count. Most domains
exhibit dynamic behaviors with multiple paths.

open DNS resolvers [35]. DNS resolvers are unevenly distributed
and form ODNS clusters representing upstream servers and their de-
pendent forwarders. While prior work randomly sampled resolvers
or directly selected resolvers from public DNS or ISP DNS [25], we
sample proportionally according to ODNS clusters while guarantee-
ing at least two resolvers per large cluster. We focus on DNS clusters
with at least 100 resolvers, as small clusters typically correspond
to personal or small-scale deployments with limited global impact.
Large clusters often span multiple ASNs or organizations and reflect
operational infrastructures of ISPs or public DNS providers. This
yields a representative set of approximately 10,000 resolvers, bal-
ancing coverage and efficiency. The details of our sample strategy
and the mapping of selected resolvers to their location and ASN
information are provided in the Appendix C.

Measurement Workflow. Based on the above design, we deploy
vantage points on cloud servers in Malaysia, the United States,
China, and Finland to issue probes to the selected set of 10k resolvers
distributed worldwide. For each selected domain, queries are issued
in parallel to all sampled resolvers to collect CNAME, NS, and A records.
Finally, we identify potential DNS manipulation for each domain.

4 Measurements & Analysis

In this section, we conducted measurements to uncover the preva-
lence and characteristics of DNS manipulation in the wild. We verify
our method with small-scale validation, the detailed description can
be found in Appendix D. Comparing with existing works [5, 25, 30],
our approach achieves fewer false positives and reducing the anal-
ysis burden for large-scale measurements. Then, we move toward
a global view of DNS resolvers with popular domains.

4.1 Overview of Response Manipulation

Our large-scale measurement spans 2,283 domains across resolvers
worldwide. We define the unit of manipulation as a domain-resolver
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Figure 4: Overview of DNS response manipulation.

pair, where one domain manipulated by one resolver contributes
one manipulation. We carefully processed the measurement data
and summarized the determined manipulations. Overall, we ob-
served 1,042,360 manipulations, accounting about 4.5% of all probes
issued. We further illustrate the distribution of manipulations across
domain categories in Fig. 4(a). Specific domain categories, such as
porn and social media, exhibit higher fraction of manipulations.
These patterns indicate that manipulations are neither random
nor uniform; Manipulation operators appear to selectively target
domains based on perceived value, sensitivity, or risk.

We next analyze the results of our global-scale measurement.
Based on the service hosted on the destination IPs in manipulated
responses and corroborated via certificate checks, we classify ma-
nipulation behaviors into six distinct types:

(1) Abuse: Response containing IPs reported for malicious activi-
ties [2], including malware, spam, or other abuse.

(2) Redirect: Response containing a third-party web interfaces
that redirect users to unrelated services, such as captive portals
or advertising pages.

(3) Error: Response containing IPs with incorrect service responses,
e.g., expired domain pages, or default server pages like Ubuntu
configuration page.

(4) Block: Response containing destination IPs directed to explicit
blocking pages, such as security DNS warnings or national-
level alert pages.

(5) Private/Reserved: Responses containing private or invalid IP
addresses, corresponding to unallocated ranges.

(6) Invalid: IPs lacking any active web service, making the original
service unavailable.

Fig. 4(b) presents the distribution of manipulation types, illus-
trating the prevalence of different manipulation behaviors in the
wild. The most frequent category is Invalid, followed by Pri-
vate/Reserved and Block, which aim to prevent service rather
than executing targeted attacks. In contrast, Error, Abuse, and
Redirect manipulations, though in smaller amounts, are of greater
concern due to their potential risk to end users and the service.

4.2 Deep Dive into Manipulation

To better understand the strategies behind DNS manipulation, we
organize our deep-dive analysis along four questions: where our
queries are directed, how resolution chains are altered, which re-
solvers are involved, and which domain categories are most affected.

(A) Where do manipulations lead us: Destination Analysis.
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To understand the impact of DNS manipulation, we first examine
the destination IPs of manipulated responses. We reveal how ma-
nipulations are concentrated across a small set of endpoints and
highlight patterns in geographic deployment that shape the overall
effect on users. Fig. 5(a) illustrates the concentration of destina-
tion IPs across different manipulation types. A clear preference for
certain destination IPs is evident: Abuse, Block, and Redirect ma-
nipulations are highly concentrated, with nearly all affected queries
directed to fewer than 100 IPs. In contrast, Error and Invalid des-
tinations are more dispersed. Although Private addresses are also
concentrated, their effect is limited and largely inconsequential for
understanding targeted manipulation.

Fig. 5(b) summarizes the geographic distribution of the destina-
tions for Abuse, Block, and Redirect manipulations. We provide
detailed information on these destination IPs in Appendix E. We
observe that Abuse and Redirect manipulation often concentrate
on a single IP or very few IPs, indicating extreme centralization. By
contrast, some Block destinations span multiple IPs, reflecting the
deployment of explicit blocking interfaces in certain countries.

Takeaway: High-risk manipulations (i.e., Abuse and Redirect)
concentrate responses on a small, centralized set of IP addresses,
directing users to third-party websites or compromised hosts.

(B) How manipulations are carried out: Chain Alterations.
To answer how manipulators implement their strategies, we ex-
amine the DNS resolution chains of manipulated responses. By
comparing the length and structure of these paths with benign
resolutions, we can identify systematic alterations that reveal both
operational and strategic objectives. Fig. 6 shows the length of the
resolution chain in the manipulated responses under six manipu-
lation types and the average path length in the normal responses
of this domain name. The larger the size of the point indicates the
higher number of overlapping manipulations for that case.

A prominent pattern emerges in high-risk manipulation cate-
gories, such as Abuse IPs (Fig. 6(d)) and Redirect (Fig.6(e)). These
manipulations typically shorten the resolution chain, bypassing in-
termediate CNAMEs and redirecting queries to malicious endpoints.
Most shortened chains span only two to three hops. Manipulators
generally avoid introducing new CNAMEs and instead replace an
existing CNAME with their own A record. As a result, resolution of-
ten terminates prematurely, producing a shorter chain. A concrete
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Figure 6: Chain Alterations.

case illustrating this behavior for an Abuse instance is presented in
Section 4.3. Additionally, Private and Invalid responses also tend to
shorten chains as shown in Fig. 6(f) and Fig. 6(c), reflecting a coarse-
grained method of denying access. Such reductions in chain provide
a potential signal for identifying such manipulation. In contrast,
Block manipulations often lengthen the resolution chain by adding
extra CNAME redirections as Fig. 6(a), while Error manipulations
(Fig. 6(b)) exhibit irregular and less consistent patterns.

Takeaway: High-risk manipulations (i.e., Abuse and Redirect)
tend to shorten resolution chains, funneling queries toward
malicious endpoints.

(C) Who is carrying out manipulation: Resolver Behaviors.

Identifying which resolver-level behavior is essential for under-
standing manipulation strategies. As shown in Fig. 8, our measure-
ments reveal that manipulation is frequently partial, which means
manipulation affects only a subset of domains handled by a given
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Figure 7: Geographic distribution of manipulating resolvers. Each cell represents a country—category pair, with the number is
the count of affected domains, and the pie chart shows manipulation types. Countries are ordered by total number of resolvers.
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Figure 9: The number of affected domains per DNS server for
Abuse and Redirect.

resolver. Approximately 26.4% of resolvers exhibit this behavior.
Some of these patterns align with characteristics of national fire-
walls, yet similar features are also observed in resolvers conducting
their own malicious manipulations as shown in Fig. 9, targeting
only a very small set of domains (we present a concrete example in
Section 4.3). We find that high-risk manipulation (Abuse and Redi-
rect) almost universally exhibits partially manipulation behavior.
Partial manipulation allows resolvers to selectively affect specific
domains or categories while maintaining normal resolution for
others, thereby reducing the likelihood of being detected.

At a broader scale, Fig. 7 illustrates the country-level manipula-
tion of resolvers, revealing substantial heterogeneity across regions.

In large, infrastructure-rich countries such as China (CN) and the
United States (US), DNS responses exhibit complex manipulation
behaviors. Content blocking is not limited to simple block pages but
often involves more sophisticated tactics, such as returning invalid
IP addresses or inconsistent responses [25]. In contrast, countries
such as Bangladesh (BD) experience fewer manipulations. This can
be attributed to the fact that, although Bangladesh hosts a large
number of DNS resolvers, many of them do not perform recursion
locally but instead forward queries to Google Public DNS [35]. In
some regions (e.g., Indonesia and Russia), resolvers predominantly
return blocking pages for regulated content, whereas in others (e.g.,
Mexico and Spain), a small number of domains are redirected to
malicious IPs. These regional variations reflect the influence of
local regulatory environments and the technical capabilities of in-
frastructure operators. Such patterns suggest that manipulation
strategies dynamically adapt to both the targeted domains and the
geographic or administrative context of the resolvers.

Takeaway: Most resolvers selectively target specific domains
to hide manipulation activity (especially in Abuse and Redirect),
and behaviors vary significantly across countries.

(D) Who is affected by manipulation: Domain-Level Analysis.
After examining the geographic scope of manipulation, we now
turn to which domains are most at risk. To account for uneven
domain volumes across categories, we normalize manipulations by
domain counts (shown in Appendix B), so the results reflect the
average number of manipulations per domain within each category
and prefix. As shown in Fig. 10, manipulation behaviors are shaped
more by domain category than by prefix. Within domain categories,
Porn and Bet domains stand out due to extensive blocking, whereas
in most other categories, manipulations primarily involve service
denial through invalid or private IP responses. Prefix-level patterns,
though less prominent, reveal nuanced distinctions: classic prefixes
such as “www” remain the primary targets for redirection attacks.
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Figure 10: Manipulation distribution in domains.

High-risk manipulations (Abuse and Redirect), display distinct
targeting preferences. As illustrated in the zoomed-in view of Fig. 10,
our analysis shows that porn and government-related domains are
the most frequently targeted. Manipulations directing domains to
abuse-related IPs are predominantly concentrated on Porn sites,
whereas Redirect exhibit a notable bias toward government do-
mains. Together, these findings indicate that manipulations are
applied selectively and strategically.

Takeaway: Manipulators focus primarily on domain category
when targeting domains. High-risk manipulations (Abuse and
Redirect) show strong, category-specific preferences.

4.3 Case Study

To show how macro patterns observed at scale translate into real-
world behaviors, we conduct a detailed case study highlighting
the role of abuse IPs in real-world DNS manipulations. Specifi-
cally, we identified an abused IP with the data from AbuseIPDB [2].
This abused IP has been repeatedly reported as an exploited host
(18 reports), involved in hacking (25 reports), and associated with
poisoning, spam, and brute-force activities (3 reports).

As shown in Fig. 11, we collected all manipulation cases in our
measurement results where responses were redirected to this IP, en-
abling us to observe the following observations: (A) Concentration:
3,931 manipulations for domains converge on this single malicious
IP, demonstrating the high concentration of targeted responses; (B)
Shortened chains: Manipulators alter intermediate resolution steps
so that queries ultimately point to such an abusive IP. Manipulation
from an intermediate CNAME reduces the average resolution path
length from 2.3 to 2.1; (C) Partially manipulation: Nearly all affected
resolvers (15/16) perform manipulation selectively, returning al-
tered responses only for a subset of domains while resolving others
normally; (D) Domain preference: Of the 493 partially manipulated
domains, 51.1% belong to the Porn category and 9.5% to Bet, reflect-
ing deliberate targeting bias. These findings confirm that partial,
selective manipulation is strategic rather than incidental, aligning
with the global patterns illustrated in Section 4.2.

5 Discussion

DNS security in the wild. Open DNS resolvers continue to pose
significant security concerns. We recommend prioritizing large,
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Figure 11: Case study: Manipulations of an abused IP.

trusted public resolvers whenever possible, even though globally
distributed open DNS resolvers may provide performance bene-
fits. Many resolvers exhibit complex behaviors, including partial or
selective manipulation, which complicates monitoring. These pat-
terns introduce substantial risks to individual users and the broader
DNS ecosystem, underscoring the need for careful assessment of
resolver trustworthiness and systematic monitoring.

Challenges in detecting malicious behaviors. Detection ap-
proaches that rely on single-purpose or dedicated test domains may
be insufficient. Malicious operators often design manipulations to
evade large-scale measurement campaigns, selectively targeting
specific domains or content categories. This selective targeting com-
plicates comprehensive detection and results in variations when
applying existing measurement results to new domains, underscor-
ing the need for adaptive, representative measurement strategies
and continuous reassessment of threat coverage.

Implications for manipulation monitoring. The concentra-
tion of malicious destinations enables us to effectively avoid known
manipulations by blocking a small set of specific IPs. For unknown
manipulations, shortened CNAME chains provide strong signals of
potential high-risk manipulation, indicating redirection to attacker-
controlled endpoints directly. Systematically monitoring and ana-
lyzing these structural features in resolution paths can improve the
timely detection of high-risk manipulations and inform mitigation
strategies for both operators and security researchers.

6 Conclusion

DNS manipulations pose critical security risks, yet their global
scope and mechanisms remain poorly understood. We conduct
large-scale measurements that uncover key insights into global
manipulation. We identify patterns in high-risk DNS manipulations
and highlight key findings, including their behavior in destina-
tion selection, chain alteration, partial manipulation, and domain
preference. Our findings provide insight into their operational and
strategic behaviors, informing future detection, monitoring, and
mitigation efforts. Still, our results represent only the tip of the
iceberg of global DNS manipulation, and we hope our work serves
as a useful reference for those who come after.
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A Ethics

All measurements were carefully designed to avoid disrupting nor-
mal resolver service. Each vantage point issued only a small number
of queries each time. Specifically, measurement was completed over
three days, ensuring that each resolver proceeded at most one do-
main per two minutes. Following best practices for responsible
measurement, we deployed a web front at each vantage point with
our contact information and the purpose of the study as an ac-
tive opt-out mechanism. Additionally, any resolver that failed to
respond consistently was excluded from further measurements.
Throughout the study, we have not received any requests to quit
our measurements or any abuse complaints.

B Domain Selection

We selected the top domains across web application categories ac-
cording to global popularity rankings [7, 18, 29]. To enrich coverage,
we expand beyond popular domains by incorporating multiple sub-
domain prefixes, including the top-five [36] popular prefixes (e.g.,
m, mynet) and five semantically meaningful variants (e.g., login,
mail, auth), resulting in a final set of 2,283 popular domains. Table 1
summarizes the distribution of domains in prefixes and service
categories included in our measurement.

C DNS Resolver Selection

Our resolver selection strategy builds upon recent insights into the
client-side structure of open DNS resolvers (ODNS Clustering [35]).
To the best of our knowledge, we are also the first to leverage this
insight for measurement purposes. The client-side DNS structure
is defined as ODNS clusters, referring to the collection of upstream
servers and forwarders that have direct (or indirect) dependencies.
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Table 1: Distribution of domains in prefixes and categories.

Prefix # Domains ‘ Category # Domains
@ 488 Shopping 264
WWW 467 Payment 231
secure 103 Government 167
m 236 News 251
api 272 Porn 274
login 114 Education 244
mail 168 Search 229
auth 127 Social medium 256
mynet 68 Al chatbot 158
cdn 130 Bet 209
admin 110 - -

Table 2: Distribution of DNS resolvers in top-20 countries.

Country # Resolvers Country # Resolvers
CN 1547 CO 209
BD 980 AR 194
uUs 927 UA 182
BR 709 MX 174
ID 650 FR 137
KR 591 PH 132
RU 479 DE 122
TP 303 PL 117
ZA 282 CL 113
ES 278 DO 113

This study has revealed extensive dependencies within the DNS
space, meaning that if we randomly sample DNS servers in the wild,
we may end up selecting multiple servers that rely on the same up-
stream DNS: the scope may remain limited to the same upstream
recursive resolver. By selecting representative resolvers from dif-
ferent ODNS clusters, we can achieve the maximum measurement
coverage with minimal overhead. We replicated the ODNS cluster-
ing results and used Zmap to get global open resolvers, uncovering
a total of 72,376 clusters worldwide.

While prior work randomly sampled popular resolvers or select
DNS resolvers that identified as infrastructure DNS resolvers [25],
we sample proportionally according to ODNS clusters while guar-
anteeing at least two resolvers per large cluster (with size over
100). We focus on clusters with at least 100 resolvers, as small clus-
ters typically correspond to personal or small-scale deployments
with limited global impact. Large clusters often span multiple ASNs
or organizations and reflect infrastructures of ISPs or public DNS
providers. This yields a representative set of approximately 10,000
resolvers, balancing coverage and efficiency. Table 2 shows the geo-
graphic distribution of DNS resolvers included in our study, which
covers a broad range of 120 countries worldwide. China (CN) has
the largest number of resolvers (1,547), followed by Bangladesh
(BD, 980) and the United States (US, 927). Other countries, including
Brazil (BR), Indonesia (ID), South Korea (KR), and Russia (RU), also
contribute notable numbers.
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D Method Validation

We validated our methodology by two approaches. First, we man-
ually annotated DNS responses for www.baidu. com. Baidu directs
queries to multiple edge servers in ASNs belonging to different Chi-
nese ISPs, balancing dynamicity and the feasibility of manual an-
notation, making it an ideal choice for verification. Annotated data
included 59 resolution paths shared by 99.2% normal resolvers and
11 manipulated paths corresponding to 0.8% resolvers. Fig. 12 illus-
trates the comparison between our method and Iris-style [5, 25, 30]
approaches. Iris-style approaches provide multiple attributes for
comparison, including HTTP content and TLS certificates. However,
we find that most of these attributes are not universally applicable
in practice. In our measurements, 15% of domains expose neither a
TLS certificate nor an HTTP interface due to diverse usage purposes
or custom service protocols. This limitation is more pronounced at
the prefix level, where 57.7% of domains under the mail. prefix and
19.4% under the secure. prefix cannot be validated. Consequently,
we adopt ASN-based consistency as the comparison baseline, as it
relies solely on DNS resolution results and is universally available.

Due to Baidu’s deployment across multiple edge servers, correct
responses exhibit inherent diversity, leading to high false positives
under the Iris-style method, which outputs 37.7% of measurement
results as potential manipulation with a low F1-score. Our approach
achieves fewer false positives and only extracts 1.15% of the re-
sponses as potential manipulation, reducing the analysis burden
for large-scale measurements. We further examined the sensitiv-
ity of the IQR parameter o under above measurement results. We
varied a with a step size of 0.01 and observed that our method
exhibits a wide tolerance range: values of o between 1.21 and 2.29
achieve identical performance with an F1-score of 0.79. When
falls below this range, the performance degrades slightly due to
increased false positives (e.g., F1= 0.76 at = 0.45), whereas overly
large values introduce more false negatives. We therefore adopt a
moderate value of @ = 1.5 to balance sensitivity and robustness.
This tolerance arises from our path divergence design and weighted
IQR formulation, where legitimate DNS resolution paths are shared
by many resolvers and exhibit low divergence, while manipulated
paths are purposefully constructed and thus form a clear separation,
especially in large-scale measurements.

Recall:1 F1:0.03 Extracted:37.7% Recall:1 F1:0.79 Extracted:1.15%
[ True Negative | True Negative
15 True Positive 15 True Positive
False Positive Further analysis False Positive | Further analysis only
10 37.7% data (39) [{ 10 1.15% data
o~ o~
E 5| # E s °
o [a]
9 of 1%
a 0 Ao
= =
5 5 4
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-10 0 10 20 -10 0 10 20
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(a) Iris-style method. (b) Our method.

Figure 12: Comparison with existing methods. Resolution
paths are visualized in 2D via MDS [13].

For broader validation across our measurement results, obtaining
ground truth in real-world DNS resolution is inherently challeng-
ing. To address this, we first identified four IP addresses (Cases
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Table 3: Manipulated cases used for validation.

Case Behavior Affected / Detected
Case A Private address 2283/2283

Case B Abused IP address [2] 219/219

Case C Block with a block page 308/308

Case D Block with a block page 417/417

Table 4: Top-10 countries of manipulation.

Country # Manipulation #1P Category
Indonesia 91034 25 Block
Mongolia 1491 1 Block
Peru 2235 2 Redirect
Thailand 942 1 Block
Turkey 857 1 Redirect
Cyprus 1744 3 Block
Russia 5613 10 Block
Ireland 508 1 Abuse
Spain 497 1 Abuse

Austria 463 1 Abuse
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A-D) that could be unambiguously attributed to manipulated re-
sponses and verified whether these IPs appeared in our large-scale
measurement results. Using these four addresses as ground truth,
we then evaluated whether our method successfully detected the
corresponding manipulations during measurement. As summarized
in Table 3, all manipulations associated with these ground truth IPs
were correctly identified, demonstrating that our methodology can
effectively captures real-world manipulation events.

E Destination IP Analysis

Following the analysis in Section 4.2, Table 4 provides detailed
information on destinations IPs for Abuse, Block, and Redirect
manipulations. We observe that Abuse and Redirect manipulation
often concentrate on a single IP or very few IPs, indicating extreme
centralization. By contrast, some Block destinations span multiple
IPs, reflecting the deployment of explicit blocking interfaces in
certain countries.
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